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1. Introduction

A dynamic real-time system (DRTS) can be defined as a system whose resource requirements are
dependent on conditions in a time-varying external environment. Therefore, the resource needs of
a DRTS cannot be characterized accurately at design time (see [7]-[11], [13]).

An example of a DRTS is a cruiser or destroyer ship that uses a sensor to detect tracks within a
specified area around the ship. An application onboard the ship needs to determine whether each
track is a threat. The amount of resources required to determine whether the tracks are threats
depends on the number of aircraft in the environment. Similarly, programs responsible for
engaging the threats require an amount of the ship’s computing resources that is a function of the
amount of threats that are being tracked. The ship will encounter varying amounts of tracks
during its lifetime, but no matter what the workload, all traffic must be processed and reactions
must occur in a timely manner; in other words, it should provide load invariant real-time
performance.

This paper provides a pattern language for developing real-time systems that are able to
efficiently and effectively operate in dynamic environments. It describes patterns for creating
reusable middleware solutions for QoS and resource management and patterns for engineering
dynamic real-time systems that employ the middleware patterns.

The Alexander pattern form [1] is used to describe the patterns. Each pattern description provides

the following:
“First, there is a picture, which shows an archetypal example of that pattern. Second,
after the picture, each pattern has an introductory paragraph, which sets the context for
the pattern, by explaining how it helps to complete certain larger patterns. Then there are
three diamonds to mark the beginning of the problem. After the diamonds there is a
headline, in bold type. This headline gives the essence of the problem in one or two
sentences. After the headline comes the body of the problem. This is the longest section. It
describes the empirical background of the pattern, the evidence for its validity, the range
of different ways the pattern can be manifested...Then, again in bold type... is the
solution—the heart of the pattern—which describes the...relationships which are
required to solve the stated problem in the stated context. This solution is always stated
in the form of an instruction—so that you know exactly what you need to do, to build the
pattern. Then, after the solution, there is a diagram, which shows the solution in the form
of a diagram, with labels to indicate its main components.

After the diagram, another three diamonds, to show that the main body of the
pattern is finished. And finally, after the diamonds there is a paragraph which ties the
pattern to all those smaller patterns in the language, which are needed to complete this
pattern, to embellish it, to fill it out...”
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Note that the forces for each problem are contained in the introductory paragraph, headline, and
body sections of the pattern descriptions. In the Alexander form, each pattern is marked with one
or two asterisks. Two asterisks mean that we believe that we have identified a solution that is
common to all DRTSs. One asterisk means that we believe that we have made progress toward
identifying a solution, but that this may not be the only way to solve a particular problem. Finally,
the Alexandrian form also provides a summary of the pattern language prior to the presentation of
the patterns.

2. Summary of the Language

The overall problems examined in this paper focus on how to standardize solutions for meeting
QoS requirements in dynamic environments, while separating application functionality from
these solutions, in order to ease development, testing, and maintenance of DRTSs.

The pattern language is presented as two sets of patterns. The first set provides reusable
middleware solutions that enable DRTSs to provide load invariant real-time QoS via adaptive
resource management. The reusable solutions are important, because anyone who engineers a
dynamic real-time system will encounter problems similar to the ones covered by the patterns,
which are:

3.1 Allocation Manager’

3.2 Resource and QoS Monitor

3.3 Resource Allocation Controller
The second set of patterns details how DRTSs can be engineered so that these reusable solutions
can be employed. The patterns deal with making the a priori and a posteriori information about
DRTSs known. The set of patterns that pertain to a priori information are:

4.1 System Specification

4.2 System Profile
And, the pattern that deals with gathering a posteriori information is:

4.3 QoS Information Reporter

3. Reusable Solutions for QoS and Resource Management

This section describes what is needed to build reusable solutions that provide a DRTS with
adaptive behavior. In order to achieve real-time performance, the solutions address the problems
of determining when and how to adapt.

3.1 Allocation Manager**

The Allocation Manager fulfills the goal of providing a reusable solution
for making dynamic real-time systems adaptive in the way they use
resources, so that they can effectively deal with dynamic environments.

000

There needs to be a way to determine if a DRTS is violating any of its
QoS constraints; additionally, there needs to be the ability to

? The numbering corresponds to the subsection in which each pattern is discussed.



determine the root of the problem and make a plan that resolves the problem. The solution
should be factored out from the portion of the system that provides functionality.

Every DRTS needs a method for managing and allocating resources in a way that allows real-
time (RT) constraints to be met; it is often the case that the techniques needed to do this are re-
invented each time a new system is engineered, thus increasing the cost of building such systems.

Simply recording the time taken to execute a portion of a DRTS is not enough to constitute
adaptive behavior; some type of analysis is needed. A mechanism for making decisions about the
data received is required in order to determine whether the DRTS is performing satisfactorily.
Further, if performance is less than desired, the source of the performance lag must be identified
and remedied. If a performance constraint is violated, what can be done to restore the
performance to the required level, while not causing violations of other performance constraints?
For example, on the destroyer, would it improve the performance of the tracking process to move
that process to a different host? This is the type of question that needs answered.

Create an algorithm that can diagnose performance and workload data pertaining to the
DRTS (see the Resource and QoS Monitor pattern in section 3.2), discover and analyze
alternative allocations, and adapt to the allocation to the current needs of the DRTS. The
Allocation Manager pattern’s main role is to coordinate information received, determine if
the current allocation is acceptable, and determine if another allocation would be better.
For instance, if Allocation Manager decides that a DRTS is violating its performance
requirements, some of the options available for restoring the needed performance include
relocating or replicating the violating process. Acting on a chosen option is the realization of
the adaptation, which requires the Resource Allocation Controller pattern (see section 3.3).

Examples of this pattern are found in [5], [12], and [13]. A diagram depicting this pattern in the
DeSiDeRaTa system [13] is given in figure 1.
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Figure 1: A system containing an allocation manager (from [13]).
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This pattern answers the question of how to adapt. The Resource and QoS Monitor pattern (3.2)
and the Resource Allocation Controller pattern (3.3) are needed to complete this pattern. The
Resource and QoS Monitor pattern provides to the Allocation Manager information to analyze,
and the Resource Allocation Controller pattern provides to the Allocation Manager a means of
executing its analysis. Additionally, to effectively utilize this pattern, a DRTS needs to be
engineered with the System Specification, System Profile and QoS Information Reporter (4.1-
4.3).

3.2 Resource and QoS Monitor**

A DRTS must have the ability to monitor its performance and resource
needs. Furthermore, there must be some way to determine the status and
utilization of the resources. Otherwise, how can the system determine if its
deadlines and resource needs are being met, and how can it make informed
resource allocation decisions? This pattern helps to complete the Allocation
Manager pattern.

000

The performance data of a DRTS is a crucial element for determining
whether or not the system is meeting its real-time requirements.
Additionally, the resource needs of a DRTS and the utilization levels of
the resources determine the adequacy of a particular allocation.

We want to be able to determine the performance and resource needs of the DRTS and the
utilization levels of the resources. The performance metrics may include end-to-end latency and
workload for a path through a DRTS. Additionally, the information about the resources may
include resource status (off/on) and utilization, as well as several device-type-specific attributes,
including context switching rate and free memory for host resources, and expected latency,
available bandwidth, and collisions for network resources. For the destroyer, we might record the
time it takes to engage a threat track from the time it is first detected, and to determine the CPU
utilization for processing a single track.

Provide a mechanism for gathering information regarding QoS and workload information
from the processes of the DRTS. This can be accomplished by inserting reporting
mechanisms into the DRTS (see the QoS Information Reporter pattern in section 4.3) and
by developing a component to receive and process the reported information. Some metrics
may also be obtained by examining operating system tables. The processing of the
information may require aggregation of many process-level events into a single QoS metric.
For periodic and distributed systems, this aggregation can be simplified by tagging and
timestamping event messages.

Additionally, provide a means of obtaining information about the resources and of tracking
the historical utilization values and trends for the resources. Provide aggregate load indices
for resources, such as a host load index that combines normalized values for CPU
utilization, context switching rate and available memory.

Develop an algorithm to determine when constraint thresholds are crossed and to request a
reallocation of resources. Example constraint thresholds include real-time deadlines and



resource utilization thresholds (such as the threshold that is used in rate monotonic analysis

[14]).
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Figure 2: A resource and QoS Monitor (from [6]).

Examples of this pattern appear in [5], [6], [8], [15], [16], [18], [19], [30], and [31]. Figure 2,
from [6], exemplifies this pattern.
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This pattern answers the question of knowing when to adapt. The QoS Information Reporter (4.3)
can be used by this pattern for identifying fluctuations in DRTS needs and performance.

3.3 Resource Allocation Controller**

The Allocation Manager pattern requires a means of executing its
decisions in order to achieve adaptive behavior. This pattern
provides the necessary means.

000

Mechanisms for initiating adaptations must exist if DRTSs are
to change their behavior in response to conditions caused by
dynamic environments.

Adaptation, by definition, means adjusting behavior in response to
conditions in the environment. Some type of mechanism must be built into the DRTS so that it
can adjust to the dynamic environment in which it is executing. This is an important piece of the
puzzle, providing a way to carry out the decisions made at the analysis level (see Allocation
Manager Pattern, 3.1). For example, on a ship, if the real-time process responsible for evaluating
tracks becomes overloaded, and it is determined that the process should be migrated to a more
powerful host, then there must be a mechanism for performing process migration [4].



Provide methods for controlling the DRTS. For example, provide mechanisms for process
migration and replication; this can be implemented most efficiently within an operating
system, but may also be implemented using common process control services. Another
common mechanism is to adjust the resource usage of the DRTS by changing the fidelity of
one or more of its algorithms; this can be accomplished by having the DRTS provide a
control interface, as in DQM [15].

This pattern occurs in [4], [12], [13], [15], [16], [18], and [21]. Figure 3 is an example from [21].
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Figure 3: A system containing an application controller (from [21]).

000
A manner for controlling the allocation of resources is crucial for providing adaptive behavior to

the system. This pattern completes the Allocation Manager pattern, and it answers the question of
how to achieve adaptive behavior.

4 Engineering Dynamic Real-time Systems

The patterns presented in the previous section have shown how to achieve adaptive behavior.
However, how does one build a DRTS that can utilize the solutions provided by these patterns?

4.1 System Specification*

Each DRTS has various properties, such as execution time and QoS
requirements, as we have discussed in previous patterns. How are the
properties of a DRTS described?

000

The Allocation Manager needs to be informed about the
characteristics and requirements of the DRTS that it needs to
manage. Furthermore, the descriptions of the QoS-relevant features of a DRTS should be
factored out from the components that implement the functionality of the application, to
facilitate ease of maintenance and development.



To be an intelligently adaptive software system, the manager of the resources on which the
system executes must be informed of relevant properties of the software system. The problem lies
in determining how to communicate to the manager how the system is organized, the connectivity
among its constituent parts, and/or its runtime constraints. Further, if there are runtime
constraints, to what part or parts of the system do these apply and, furthermore, how are these
parts related? How does one incorporate workload-dependent execution times? In the example of
the destroyer, the system specification may include the deadline for the track review processing
loop, and the resource usage profiles of the loop at various workloads.

Develop a format for describing this information for the real-time system. This format must
be able to accurately and unambiguously represent the communication and precedence
relations between applications of the DRTS. Also, each application within the system may
need to provide information about where each application “lives,” such as on which
resource it resides (if there is more than one possibility), the path to the executable on that
resource, any environment variables it accesses, as well as any arguments needed to
successfully start the executable. Furthermore, information about replication, relocation,
importance, QoS requirements, and resource usage profiles needs to be detailed.

<proposal >
<nmode>
<or >
<ci nane="radi oVHF" state="onLine"/>
<ci name="radi oUHF” state="onLine"/>
</ or>
</ mode>
<QoS type="1l atency” >
<upper Poi nt secs="1.0" prob="0.99"/>
<upper Poi nt secs="4.0" prob="0.9999"/>
</ QS>
<l oad type="inter MessageTi ne” >
<upper Poi nt secs="1.0" prob="0.0001"/>
<upper Poi nt secs="1.0" prob="0.9999"/>
</ | oad>
<l oad type="nessageSi ze" >
<upper Poi nt byt es="256" prob="1.0"/>
<upper Poi nt bytes="32" prob="0.5"/>
</ | oad>
<l oad type="priority”>
<urgency val ="10"/ >
<i nportance val ="2"/>
</ | oad>
</ pr oposal >

Figure 4: A system specification (from [17]).

Examples of this pattern are found in [5], [6], [13], [17], [20], [22], [23], and [24]. Figure 4 gives
an example of a system specification from [17].

000

The information about a particular DRTS is important for management of the DRTS. The
question still remains about how to determine how much host and network resources will be used
on a particular process. The System Profile pattern answers this question.



4.2 System Profile*

/r Real-time systems that adapt to dynamic environments may process
varying workloads. The resource usage patterns at various

I workloads should be characterized, to enable effective online
allocation analysis.

000

Ensuring DRTS requirements are met is a difficult task if there
is no way to determine the amount of processing and
communication required to operate in a particular
environmental context.

The resource usage of a DRTS changes, depending on its workload. The execution time and
communication amount of a DRTS depends on the amount of work it has to perform. One
estimated execution time value, say, an average case, generally is inadequate for accurately
characterizing the amount of resources the application will need at any given workload [7]-[11].
So, this execution time must be computed as a function of the size of the workload. Further, to
perform effective schedulability analysis and resource allocation, sufficient information must be
provided so that this number can be efficiently and accurately assessed during the execution of
the application.

Generate resource usage profiles by gathering resource usage and processing time
information at different workloads. First, determine a range of workloads (e.g., set the
minimum equal to one, and the maximum equal to the workload that causes the host on
which profiling is being performed to have 70% CPU utilization). Next, determine the
minimum sample size that meets error and accuracy requirements (e.g., use the statistical
Z-test [32]). Then, collect N profile samples at the determined workload. Finally, determine
if enough profile points have been gathered to accurately predict execution time for this
workload in the specified range (e.g., perform prediction by using piecewise linear
interpolation between points and check errors of the predictions). If not, divide the interval
in half, and gather N profile samples at the midpoint of each subinterval. This process is
explained fully in [3].

Figure 5 depicts the solution presented in [3] as a flow chart. Other examples can be found in
[25]-[29].
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Figure 5: A system profiler (from [3]).
000

Now, we have a method for maintaining all necessary information about a given DRTS. The last

piece of the puzzle concerns the dynamic reporting the needs of the DRTS, solved with the QoS
Information Reporter.

4.3 QoS Information Reporter**

A characteristic that makes a DRTS system dynamic is the fact that
the needs of the system change during the course of execution.

000

How does an application make its resource needs and QoS-
relevant performance metrics known? The changing needs must
be made known.

The current resource needs and current QoS of a DRTS need to be known. Without this
information, especially information about a change in needs, it is impossible to create an adaptive
solution for DRTSs. If the cruiser suddenly comes under attack, the response to this attack, from a
resource management perspective, must be immediate. The change in resource needs and usage
will be dramatic. The allocation manager must be able to have a way to incorporate this type of
information into its decision making process.

Provide a method for gathering and communicating the CPU utilization, communication
needs, and memory usage for each application, and for measuring the amount of time taken
to process data. Report the workload (e.g., number of tracks) and/or resource usage. Also,
take timestamps at the beginning and end of each cycle, report the cycle number, and
record the event (e.g., start, end). With this information, it can be determined how long
processing takes for one unit of data (e.g., one track) to progress through the system.



An example of this pattern can be seen in the DQM [15] system architecture diagram, which is
shown in figure 6. Other examples of this pattern are found in [5] and [13].
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Figure 6: A system that contains a QoS information reporter (from [5]).

000

This pattern provides information needed by the Allocation Manger to make intelligent decisions
and analyses of alternative allocations for real-time processes, by allowing the DRTS
communicate its needs and performance.

5 Summary

This paper has presented two groups of patterns: a set for designing reusable middleware
components for resource management, and a set for engineering systems that employ middleware
services. These two sets work together to provide a complete solution for designing a dynamic
real-time system that can adapt to changes in its environment. The Allocation Manager pattern
acts as the brain, collecting information from the Resource and QoS Monitor, and providing
reallocation actions to be executed through the Resource Allocation Controller. The System
Specification provides characteristics and needs of the DRTS as well as System Profiles to the
Allocation Manager. Finally, the QoS Information Reporter solves the problem of communicating
changes in DRTS needs and performance.
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